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Section 1

Adversarial statistics
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Statistics is ubiquitous online
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The tale of Microsoft’s two sisters (Tay vs Xiaoice)
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You are voting all the times
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Non-users are stakeholders in online votes
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There is a huge steal-the-online-vote industry
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Defend data poisoning? Heterogeneity and large models are security killers
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Is statistics incentivizing the right behaviors? (To appear at AISTATS’23)
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Section 2

Tournesol
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A deployed functional vote...
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... which still needs a lot of work to build
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Tournesol’s comparison interface
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Tournesol’s recommendations
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Proof of Personhood (defending against fake accounts)
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Voting fairness: one person, one unit force
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Under extreme sparsity, the median is not robust enough!

Most web items are never reviewed!

The median of a single (malicious) voter’s score is the voter’s score.
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Limiting each voter’s influence: W -Byzantine resilience
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The quadratically regularized median (QrMed)
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Section 3

Noise and biases
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The French reviewers problems

Note: Some of my best friends are Parisian and Marseillais.

The Parisien reviewer problem

Some content may be mostly scored by complain-addict reviewers.

The Marseillais reviewer problem

Some content may be mostly scored by exaggeration-addict reviewers.
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Mehestan

Definition (Sparse unanimity, simplified)

A voting algorithm is sparsely unanimous if, assuming

a) each pair of voters scores two common alternatives,

b) each alternative is scored by sufficiently many voters and

c) all voters have the same VNM preferences,

the vote returns the unanimous VNM preferences.

Theorem (AGHV’21)

For any W , there exists a voting algorithm, called Mehestan and deployed on Tournesol, which
guarantees both W -Byzantine resilience and sparse unanimity.
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Accounting for varying data uncertainties
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Unsolved challenges

� Active learning

� Provably approximately correct heuristics

� Volition learning (include priors on psychological behaviors)

� Epistocratical (robust) voting

� Bayesian (robust) voting
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Taiwan’s pol.is experience
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Section 4

Conclusion
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Statistical hypotheses must urgently be revised for online applications

The most widespread dangerously unrealistic assumption for web-applied statistics

“Assume iid data...”

The most widespread politically biased assumption for web-applied statistics

“We fit the data...”
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Tournesol’s data are publicly available!
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The greatest cybersecurity threat: Supply chain attacks
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