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Adversarial statistics
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Statistics is ubiquitous online
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The tale of Microsoft's two sisters (Tay vs Xiaoice)
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You are voting all the times
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Non-users are stakeholders in online votes
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September 29, 2022

Facebook owner Meta's dangeraus algorithms and reckless pursuit of profit substantially contributed to the atracities perpetrated . o_0 @ -
by the Myanmar military against the Rahingya people in 2017, Amnesty. ionz| said in 3 new report published today, . 5
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There is a huge steal-the-online-vote industry

“TEAM JORGE": IN THE HEART OF A’ Facebook Removed More than 15 Billion Fake
GLO BAI_ DISI N I:U RMATI 0 N MACH I N E‘ Accounts in Two Years, Five Times more than its

Active User Base

Disclosure &

In Part 2 of the “Story Killers” project, which continues the work of assassinated Indian journalist Gauri Lankesh on Jastra Kranjec - Pro Investor &
disinformation, the Forbidden Stories consortium investigated an ultra-secret Israeli company involved in I' Updated: 27 September 2021
manipulating elections and hacking African politicians. We took an unprecedented dive into a world where troll armies,

BRI As the world's largest social networking platform, Facebook has witnessed a surge in the number of users in the past

few years. Hundreds of millions of people have joined its social media space to communicate, keep in touch with the
latest trends or promote business, especially after the pandemic hit. Although the COVID-1 restrictions have
loosened in most countries, Facebook's active user base continues growing, but so does the number of fake
accounts.

According to data presented by Stock Apps, the social media giant removed over 15 billion fake accounts in the last
two years, five times more than its active user base.

3 Billion Fake Accounts Removed in the First Half of 2021, 20x More than the Number of New
Active Users

Scammers use fake Facebook accounts to connect with users, get their personal information and steal identities.
Most of them will reach out to anyone who's accepted their friend request to try and scam them out of money.

Many fake accounts are also driven by spammers who are constantly trying to invade Facebook's systems. Although
the social media giant invested in enhanced technology to detect automated and coordinated spam, the problem is
still getting worse.

According to the company's official data, in 2019, Facebook remover 6.5 billion fake accounts, the highest number to
date

Calicarpa Secure stats



An Equivalence Between Data Poisoning
and Byzantine Gradient Attacks

Sadegh Farhadkhani, Rachid Guerraoui, L& Nguyén Hoang, Oscar Villemaud Proceedings of the 39th
International Conference on Machine Learning, PMLR 162:6284-6323, 2022.

Abstract

To study the resilience of distributed learning, the “Byzantine” literature considers a strong threat model
where workers can report arbitrary gradients to the parameter server. Whereas this model helped obtain
several fundamental results, it has sometimes been considered unrealistic, when the workers are mostly
trustworthy machines. In this paper, we show a surprising equivalence between this model and data
poisoning, a threat considered much more realistic. More specifically, we prove that every gradient
attack can be reduced to data poisoning, in any personalized federated learning system with PAC
quarantees (which we show are both desirable and realistic). This equivalence makes it possible to
obtain
e R e lnE, as corollaries of existing impossibility theorems on Byzantine
machine learning. Moreover, using our equivalence, we derive a practical attack that we show
(theoretically and empirically) can be very effective against classical personalized federated learning
models.
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Defend data poisoning? Heterogeneity and large models are security killers
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s statistics incentivizing the right behaviors? (To appear at AISTATS'23)

Search...

> cs > arXiv:2106.02394

Computer Science > Computer Science and Game Theory

[Submitted on 4 Jun 2021 (v1), last revised 11 Mar 2023 (this version, v3)]

On the Strategyproofness of the Geometric Median
El-Mahdi El-Mhamdi, Sadegh Farhadkhani, Rachid Guerraoui, L&-Nguyén Hoang

The geometric median of a tuple of vectors is the vector that minimizes the sum of Euclidean distances to the vectors of the tuple.
Classically called the Fermat-Weber problem and applied to facility location, it has become a major component of the robust learing
toolbox. It is typically used to aggregate the (processed) inputs of different data providers, whose motivations may diverge, especially in
applications like content moderation. Interestingly, as a voting system, the geometric median has well-known desirable properties: it is a
provably good average approximation, it is robust to a minority of malicious voters, and it satisfies the "one voter, one unit force" fairness
principle. However, what was not known is the extent to which the geometric median is strategyproof. Namely, can a strategic voter
significantly gain by misreporting their preferred vector?

We prove in this paper that, perhaps surprisingly, the geometric median is not even a-strategyproof, where a bounds what a voter can
gain by deviating from truthfulness. But we also prove that, in the limit of a large number of voters with i.i.d. preferred vectors, the
geometric median is asympitotically a-strategyproof. We show how to compute this bound @. We then generalize our results o voters who
care more about some dimensions. Roughly, we show that, if some dimensions are more polarized and regarded as more important, then
the geometric median becomes less strategyproof. Interestingly, we also show how the skewed geometric medians can improve
strategyproofness. Nevertheless, if voters care differently about different dimensions, we prove that no skewed geometric median can
achieve strategyproofness for all. Overall, our results constitute a coherent set of insights into the extent to which the geometric median is
suitable to aggregate high-dimensional disagreements.
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Section 2

Tournesol
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A deployed functional vote...
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... which still needs a lot of work to build
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Tournesol's comparison interface
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Tournesol’'s recommendations
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Proof of Personhood (defending against fake accounts)

> cs > arXiv:i2211.01179v1 Help | Adval

Computer Science > Social and Information Networks

[Submitted on 30 Oct 2022]
Tournesol: Permissionless Collaborative Algorithmic Governance with Security
Guarantees

Romain Beylerian, Bérangére Colbois, Louis Faucon, L& Nguyén Hoang, Aidan Jungo, Alain Le Noac'h, Adrien Matissart

Recommendation algorithms play an increasingly central role in our societies. However, thus far, these algorithms are mostly designed and parameterized
unilaterally by private groups or governmental authorities. In this paper, we present an end-to-end permissionless collaborative algorithmic governance
method with security guarantees. Our proposed method is deployed as part of an open-source content recommendation platform https://tournesol.app,
whaose recommender is collaboratively parameterized by a community of (non-technical) contributors. This algorithmic governance is achieved through
three main steps. First, the platform contains a mechanism to assign voting rights to the contributors. Second, the platform uses a comparison-based
model to evaluate the individual preferences of contributors. Third, the platform aggregates the judgements of all contributors into collective scores for
content recommendations. We stress that the first and third steps are vulnerable to attacks from malicious contributors. To guarantee the resilience
against fake accounts, the first step combines email authentication, a vouching mechanism, a novel variant of the reputation-based EigenTrust algorithm
and an adaptive voting rights assignment for alternatives that are scored by too many untrusted accounts. To provide resilience against malicious
authenticated contributors, we adapt Mehestan, an algorithm previously proposed for robust sparse voting. We believe that these algorithms provide an
appealing foundation for a collaborative, effective, scalable, fair, contributor-friendly, interpretable and secure governance. We conclude by highlighting
key challenges to make our solution applicable to larger-scale settings.
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Voting fairness: one person, one unit force
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Voting fairness: one person, one unit force
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Voting fairness: one person, one unit force
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Voting fairness: one person, one unit force
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Voting fairness: one person, one unit force
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Under extreme sparsity, the median is not robust enough!

Most web items are never reviewed!

The median of a single (malicious) voter's score is the voter's score.
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Limiting each voter’s influence: W-Byzantine resilience

Robust Sparse Voting

Youssef Allouah!, Rachid Guerraoui', Lé-Nguyén Hoang!, and Oscar Villemaud

'1C, EPFL, Switzerland
February 18, 2022

Abstract

Many modern Internet applications, like content moderation and recommendation on social
madin, g revieving o

skt hack the votin provess by euteing dishones rovlews o
voting methods are unfit for this task, as they usually (a) require each reviever to assess all
available alternatives and (b) can be casily manipulated by malicious players.
This paper defines preciscly the problem of robust sparse voting, highlights its underlying
tectuialchallge, il rsets MEESTA, el vt e Ul ol th prol
Ay, we prove that by using MENESTAN, no (malicious) voter can have more than &
small porameiizablo et o each alteruative' score, anl e ety conditons of volers com
‘parability under which any unanimous preferences can be recovered, even when these preferences
are expressed by voters on very different scales.

1 Introduction

Context. Voting has proven over history to be an effective way to reach collective decisions
despite ireconcilable preferences.  However, voting schs ditionally been designed to
s e the mjoitsjument [BLL]
o provide ballots

cd Condor typically require vots at least
ot i the uusber of levmativn, ad o computaion L hat is polyvoraia i shis e
el solutions wmay be prohibitive in modern applications when the umber of
a e thousands or in the billions, electing when electing the best movie of the
year, the best paper of a conference or the best tet of law to implement. Tn such contexts, voting
ally only judge a small fraction of all alternativ

ty is very challenging because it raises two major issves: preference scaling and Byzantine
wulnerability. o illu ssues, consider the case of scientific peer reviewing. Different
reviewers might adopt very distinct reviewing styles. Some junior reviewers might use only modest
judgments, 5. weak accpt/reect, il other reviewers may mich move fequently ee defitive

i

jction. 1
styles of the reviewers assigned to the paper, rather than on the actual quality of the paper

Calicarpa

2.2 Byzantine resilience

Our second desirable property under study is what we call Byzantine resilience. To formalize it for
any subset F' C [N] of [Byzantine) voters, denote &* th(: tuple of voting rights defined by u B
for n ¢ F, and ul u'_f for f & F. In other words, " cancels the voting rights of nun-Byzfmt.lu(‘
voters. Tr)nvcrn(‘lv denote wF & @lVI-F, Clearly, we have @ = " + 1~ F. Byzantine resilience
then demands that canceling (or activating) the Byzantine voters’ voting rights will only have
limited effect on the vote outcome, whose scale is bounded by the Byzantine's total voting rights.
Evidently, since we assume that VOTE cannot distingnish Byzantine voters from genuine voters,
our definition of Byzantine resilience must treat any subset F C [N] identically.

a

Definition 2. VOTE guarantees W-Byzantine resilience if, for any inputs (1?‘,67], a subgroup
F C [N] can affect each output of the vote by at most ||u‘r|| W, ie.

i, 8, W C[] (1)

Ya & [A], LV(:’[‘EEUF’F‘&T) VOTE(1, GT)L <

We say that VOTE is Byzantine vesthient, iof there exists W = 0 such that VOTE s W-Byzanine
restlient.

The variable W can be interpreted as a resilience measure. Intuitively, it protects the vote
cumulative voting right is bounded by W. More precisely, the

against Byzantine voters whose

Byzantine voters must have at least W voting rights to move an alternativ re by one umt.

Put differently, this amounts to 1/W-Lipschitz continnity in voters’ voting rights (with respect to




The quadratically regularized median (QrMed)
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Section 3

Noise and biases
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The French reviewers problems

Note: Some of my best friends are Parisian and Marseillais.
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The French reviewers problems

Note: Some of my best friends are Parisian and Marseillais.

The Parisien reviewer problem
Some content may be mostly scored by complain-addict reviewers.
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The French reviewers problems

Note: Some of my best friends are Parisian and Marseillais.

The Parisien reviewer problem

Some content may be mostly scored by complain-addict reviewers.

The Marseillais reviewer problem
Some content may be mostly scored by exaggeration-addict reviewers.
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Mehestan

Definition (Sparse unanimity, simplified)

A voting algorithm is sparsely unanimous if, assuming
a) each pair of voters scores two common alternatives,
b) each alternative is scored by sufficiently many voters and
c) all voters have the same VNM preferences,

the vote returns the unanimous VNM preferences.
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Definition (Sparse unanimity, simplified)

A voting algorithm is sparsely unanimous if, assuming
a) each pair of voters scores two common alternatives,
b) each alternative is scored by sufficiently many voters and

c) all voters have the same VNM preferences,

the vote returns the unanimous VNM preferences.

Theorem (AGHV'21)

For any W, there exists a voting algorithm, called Mehestan and deployed on Tournesol, which
guarantees both W-Byzantine resilience and sparse unanimity.

v
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Accounting for varying data uncertainties
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Unsolved challenges

Active learning

Provably approximately correct heuristics

Volition learning (include priors on psychological behaviors)

Epistocratical (robust) voting

Bayesian (robust) voting
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Taiwan's pol.is experience
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Section 4

Conclusion
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Statistical hypotheses must urgently be revised for online applications

The most widespread dangerously unrealistic assumption for web-applied statistics

“Assume iid data...”
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Statistical hypotheses must urgently be revised for online applications

The most widespread dangerously unrealistic assumption for web-applied statistics

“Assume iid data...”

The most widespread politically biased assumption for web-applied statistics
“We fit the data...”
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Tournesol’s data are publicly available!
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The greatest cybersecurity threat: Supply chain attacks

SECURITY 8

Snap CISO: | rate software supply chain risk

9.9 out of 10

‘Understanding your inventory is absolutely No. 1' he tells The
Reg

A Jessica Lyons Hardcastle Sat 4 Mar 2023  00:01 UTC

SCSW On a scale of 1 to 10, 10 being the highest risk, Snap Chief Information
Security Officer Jim Higgins rates software supply chain risk "about 9.9."

Snap says it serves 375 million daily active users, all of which has to be kept
secure and reliable. Not only is the supply chain a high risk, it's a tough security
problem to fix because a single product can have tens of thousands of software
dependencies.
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